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BIOS and BMC Firmware Update Instructions

Overview

The following instructions outlines the steps required to update the BIOS and BMC on DRAGEN V3 servers.

Requirements

Download dragen_bios_v1.08.zip which contains the following files:

e afulnx_64
® 87897A.108
® Axiomtek_EMS500_20201214.rom.ima

Changelog

BIOS V1.08:

e Enable EIST (Intel turbo mode)

e  Gray out “BMC support”

¢ Enable LAN PXE function and display BIOS control item to enable/disable it
e Update SPS firmware to 4.1.4.381.0

BMC 2.06:

e Gray out BMC bonding

e Change the behavior of ipmi chassis power cycle to force a system shutdown after 10
seconds, now we don’t wait for the OS to finish a graceful shutdown but will remove the power
and put it back again.

Procedure

1. Turn on the instrument and log in as the root account.

2. Check the current BIOS and BMC version by entering the following command in the terminal:

$echo ""; echo""; echo "BIOS Version"; dmidecode | grep Ver; echo ""; echo "BMC Firmware

Revision"; ipmitool mc info | grep "Firmware Revision"

Example output:
BIOS Version
Version: V1.08
Version: Default string
Version: Default string
Version: Default string
Specification Version: 2.0
Version: Intel(R) Xeon(R) Gold 6226 CPU @ 2.70GHz
Version: Intel(R) Xeon(R) Gold 6226 CPU @ 2.70GHz

BMC Firmware Revision
Firmware Revision: 2.06
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The latest version of BIOS is v1.08 and BMC v2.06.x. Please proceed with the instruction below to update your BIOS

and BMC.

Note: BIOS v5.04 is an older version than v1.08

3. To update the BIOS to version V1.08

b.

Run the following command from the terminal:

$ afulnx_64 87897V.108 /p /b /n /x

Wait for the command to finish, successfully: if an error occurs repeat the command.
Reboot the system.

Run the following command from the terminal:

$ afulnx_64 87897V.108 /p /b /n Ix IME

Wait for the command to finish, successfully: if an error occurs repeat the command.
Reboot the system.

Rerun Step 2 to confirm BIOS is how V1.08

4. To update the BMC

Use ipmitool n print to identify BMC IP address
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Use web browser to access BMC via IP address. Select [Firmware Update]
aea @

€ C @ Motsecure | 192.168.100.153

W RAXIOMTEK

Server Health Remote Control ~ Auto Video Recording ~ Maintenance  Firmware Update

Dashboard |  FRU Information Configuration

irmware Update

Dashboard

Dashboard gives the overall information about the status of the device and remote server

Device Information Sensor Menitering

Firmware 2091 FANG (8.96%)
Revsion Status Sensor Reading FANA (1508%)
Firmware Build  Jun 112020 17:3811 FAN3 (17 55%)
Time cst - 122 Volts FANZ (17 5%

o
s Fam (17
. ® -5 5.104 Vot Unknown (23 31%)
Network Information (Eai) ot
MACAddress:  00:80:E0:65:48:20 ® 3w 331avors R
V4 Network Mode: DHCP o -svse 5104Vl | O
IPvd Address:  192.168.100.153
V6 Network Mode: DHCP ® -vse 3wvors | £
|Pv6 Address e  FAN S000RPM P
FAN, 7900 RPM
Remote Control Launch ¢ ? o0 £
e A S000RFM B
e FaN S40RFM P
* RS TEOORFM 2
® FANG 0RPM o
®  Fan 4a00RPM 0
®  SYSITEWP Not Available O
® cruiTenP NotAvaianis D
L] ~

SYS2ICPUZ_TEMP  Not Available
192166100153 /page/f_update tm]

Select [AMI], click [Continue]

€« C @ Notsecure | 192.168.100.153

/A ~xomrex

G o @ :

Dashboard ~ FRU Information Remote Control  Auto Video Rece tenance | Firmware Update

Firmware Update

Upgrads firmuware of the device HPM Firmware Update

‘The protocol information to be used for frmware image transfer during this Update is as foliows. To configure, choose:Protocal Configuration” under Fimmware Update menu
Protocol Type - HTTPHTTPs

JHPM.
Continue
WARNING: Piaase note that after entaring the update mode. the widgats, Other web ages and services will ot work. Allthe open widgas wil be automatically clased. Ifthe UDgradation ks cancelled In the middie of the wizard,

the device vl be reset

Select [Preserve all Configuration], Select [Enter Update Mode]

« C @ Notsecure | 192.168.100.153 g ea @

/4 Axiomrex

ashboard  FRU Informat

Firmware Update

Upgrade femware of the devics Prass ‘Enter Update Mode’ o put 1he devic in update mose.

tobe used for fermware uring this update is as folows. To configure, choose Frotocol Configuration” under Firmyare Update menu.
Protocol Type * HTTRHTTPS

WARNING: Pisase note inat after 0 ne widgets. oiner midcle of ine wizarg,

the device wil be reset

Wil not wark. Allihe open i cosed s

fthe Individus! ftems markad as preserve/ovenimi n the tabie belov.
/& CORTgUIaton * to MGy the PresaIve Satus Setngs.

) Preserve ail Gonfigurston. Tis wi preserve ai the confuration seftings durng tha Srmivsra Updats - respect
Al contguraton tems below il b reserved a3 defaut duing e réstore Configuratin operation Clck~ Enter Pres

[ ve Configuraiio r
1 SOR Overvrte
2 FRU Overvrte
3 SEL Overwrte
4 Pl Overwite
5 Network Overwite
5 NTP Overwrte
7 ssH Overwrite
s o overvrte
o Authentication Overwite
10 Sysion Overvrte

Enter Preserve Configuration | [ Enter Update Mode |
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e. Choose File, File name: Axiomtek_EM500_20201214.rom.ima. Select [Upload].

< C A Notsecure | 192168100153 G oer @:

W !HXIDIHTEK
ot 0ot Gttt Vst | ]

Firmware Update

Enter Update Mode™ in uptate mode
The protocol information to be used for firmware imags Iransfer during this update Is as follows. To configurs, choose ‘Protocol Configuration’ under Firmware Updste menu.

Protocol Type - HTTPHTTPs

WARNING: Piéase note that after entering he Upaate made, the Wogets, oNer web DADes nd SEIVices Wil N0t work AL the 0pen Wiagets wil be automatically CIosed. If NG UPQIACALON (s cancelled in the midale of he wizard
the gevice wil be reset

# Closing all active client requests. Upload Firmware
¥ Preparing device for firmware upgrade
B Please selact the firmware image to flash

] o
/ L= | Choose File | Axiomtek_E...200710.ima

P [Uplond | [ Gancer

o i A Showall X

f. Select [Full Flash], select [Proceed)].

< C A Notsecure | 192.168.100.153 goew @ :

W | AxiomTEK
st 0 e et oot ot i s i ||

{ Firmware Update

Upgrads frmuare of the device Press Enter Update Made' to put the device in update mode

beusedfor transfer Guning this update s 35 follows. To configure, choose Protocol Configuration” under Firmare Update menu,
Protoce! Type - HTTPHTTPS

| 2 after entering s the widgets, other web pages and sarvices wil not work. Allthe apen widgets will be automatically ciosed. fthe upgradation is cancelled in the middle of the wizard,
the device will be reset

¥ Closing all active client requests. Section Based Firmware Update
¥ Preparing device for firmware upgrade.
@ Uploading firmware image.
0 o

The following section is used 1o allow the user 1o configure the firmware image for section based flashing.
Version Compare Flash [ Full Flash
o ——

Proceed | | Cancel

Note: configuration was not preserved, admin password will be reset back to default “admin”.
g. After 5 minutes, log back into BMC web UlI.

h. Confirm Dashboard shows Firmware Revision: 2.06.1



