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This document and its contents are proprietary to Illumina, Inc.  and its affiliates ("Illumina"), and are 
intended solely for the contractual use of its customer in connection with the use of the product(s) 

described herein and for no other purpose. This document and its contents shall not be used or 
distributed for any other purpose and/or otherwise communicated, disclosed, or reproduced in any way 
whatsoever without the prior written consent of Illumina.  

 
Illumina does not convey any license under its patent, trademark, copyright, or common-law rights nor 
similar rights of any third parties by this document. 

 
The instructions in this document must be strictly and explicitly followed by qualified and properly trained 
personnel in order to ensure the proper and safe use of the product(s) described herein. All the contents 

of this document must be fully read and understood prior to using such product(s).  
 
FAILURE TO COMPLETELY READ AND EXPLICITLY FOLLOW ALL OF THE INSTRUCTIONS 

CONTAINED HEREIN MAY RESULT IN DAMAGE TO THE PRODUCT(S), INJURY TO PERSONS, 
INCLUDING TO USERS OR OTHERS, AND DAMAGE TO OTHER PROPERTY, AND WILL VOID ANY 
WARRANTY APPLICABLE TO THE PRODUCT(S).  

 
ILLUMINA DOES NOT ASSUME ANY LIABILITY ARISING OUT OF THE IMPROPER USE OF THE 
PRODUCT(S) DESCRIBED HEREIN (INCLUDING PARTS THEREOF OR SOFTWARE).  

 
© 2025 Illumina, Inc. All rights reserved. 
 

All trademarks are the property of Illumina, Inc. or their respective owners. For specific trademark 
information, refer to 
https://www.illumina.com/company/legal.html. 
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Overview 

This document provides a list of required network endpoints that must be added to your 

firewall allowlist to enable proper connectivity with Illumina cloud services, including 

BaseSpace Sequencing Hub (BSSH), Illumina Connected Analytics (ICA), and Illumina 

Connected Insights (ICI).  

To connect your instrument to Illumina cloud services, add both the region-specific and 

instrument-specific endpoints from the tables below to your firewall allowlist. 

Blocking or omitting required endpoints may prevent access to these services and can 

result in delays during login or slower data uploads.  

Regional-Specific Endpoints 

To connect your instrument to BaseSpace Sequencing Hub (BSSH), Illumina 

Connected Analytics (ICA), or Illumina Connected Insights (ICI), add your region-

specific endpoints from the tables below to the firewall allow list. 

Australia (Sydney) 

Instance  Endpoint - Australia (Sydney) 

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.aps2.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  aps2-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  aps2-sh-prd-seq-hub-data-bucket.s3.ap-southeast-2.amazonaws.com 

BSSH Basic and Professional, ICA  aps2.platform.illumina.com 

BSSH Basic and Professional, ICA  aps2.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 
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Instance  Endpoint - Australia (Sydney) 

BSSH Basic and Professional, ICA  stratus-gds-aps2.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-aps2.s3.ap-southeast-2.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.aps2.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.aps2.sh.basespace.illumina.com 

BSSH Enterprise, ICA aps2-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA aps2-sh-prd-seq-hub-data-bucket.s3.ap-southeast-2.amazonaws.com 

BSSH Enterprise, ICA aps2.platform.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-aps2.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-aps2.s3.ap-southeast-2.amazonaws.com 

Illumina Connected Insights <domain>.aps2.connectedinsights.illumina.com 

Illumina Connected Insights aps2.connectedinsights.illumina.com 

Illumina Connected Insights ec.walkme.com 

Illumina Connected Insights login.illumina.com 

Illumina Connected Insights s3.ap-southeast-4.amazonaws.com 

Canada (Montreal)  

Instance Endpoint - Canada (Montreal)  

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.cac1.sh.basespace.illumina.com 
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Instance Endpoint - Canada (Montreal)  

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  cac1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  cac1-sh-prd-seq-hub-data-bucket.s3.ca-central-1.amazonaws.com 

BSSH Basic and Professional, ICA  cac1.platform.illumina.com 

BSSH Basic and Professional, ICA  cac1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-cac1.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-cac1.s3.ca-central-1.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.cac1.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.cac1.sh.basespace.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA cac1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA cac1-sh-prd-seq-hub-data-bucket.s3.ca-central-1.amazonaws.com 

BSSH Enterprise, ICA cac1.platform.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com basespace.illumina.com 

BSSH Enterprise, ICA stratus-gds-cac1.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-cac1.s3.ca-central-1.amazonaws.com 

Illumina Connected Insights <domain>.cac1.connectedinsights.illumina.com 

Illumina Connected Insights cac1.connectedinsights.illumina.com 
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Instance Endpoint - Canada (Montreal)  

Illumina Connected Insights ec.walkme.com 

Illumina Connected Insights login.illumina.com 

Illumina Connected Insights s3.ca-central-1.amazonaws.com 

China   

Instance Endpoint - China 

BSSH Basic and Professional  api.cnn1.sh.basespace.illumina.com.cn 

BSSH Basic and Professional  basespace.illumina.com 

BSSH Basic and Professional  
cn-sh-cnn1-prod-seq-hub-data-bucket.s3.cn-north-

1.amazonaws.com.cn 

BSSH Basic and Professional  cnn1.platform.illumina.com.cn 

BSSH Basic and Professional  cnn1.sh.basespace.illumina.com.cn 

BSSH Basic and Professional  instruments.sh.basespace.illumina.com.cn 

BSSH Basic and Professional  login.illumina.com 

BSSH Basic and Professional pa.login.illumina.com.cn 

Europe (Frankfurt) 

Instance Endpoint - Europe (Frankfurt) 

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.euc1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  euc1-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  euc1-prd-seq-hub-data-bucket.s3.eu-central-1.amazonaws.com 

BSSH Basic and Professional, ICA  euc1.platform.illumina.com 
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Instance Endpoint - Europe (Frankfurt) 

BSSH Basic and Professional, ICA  euc1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-euc1.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-euc1.s3.eu-central-1.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.euc1.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.euc1.sh.basespace.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA euc1-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA euc1-prd-seq-hub-data-bucket.s3.eu-central-1.amazonaws.com 

BSSH Enterprise, ICA euc1.platform.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-euc1.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-euc1.s3.eu-central-1.amazonaws.com 

ICA ica.illumina.com 

Illumina Connected Insights <domain>.euc1.connectedinsights.illumina.com 

Illumina Connected Insights ec.walkme.com 

Illumina Connected Insights euc1.connectedinsights.illumina.com 

Illumina Connected Insights login.illumina.com 

Illumina Connected Insights s3.eu-central-1.amazonaws.com 
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India (Mumbai)  

Instance Endpoint - India (Mumbai)  

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.aps3.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  aps3-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  aps3-sh-prd-seq-hub-data-bucket.s3.ap-south-1.amazonaws.com 

BSSH Basic and Professional, ICA  aps3.platform.illumina.com 

BSSH Basic and Professional, ICA  aps3.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-aps3.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-aps3.s3.ap-south-1.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.aps3.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.aps3.sh.basespace.illumina.com 

BSSH Enterprise, ICA aps3-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA aps3-sh-prd-seq-hub-data-bucket.s3.ap-south-1.amazonaws.com 

BSSH Enterprise, ICA aps3.platform.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-aps3.s3.amazonaws.com 
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Instance Endpoint - India (Mumbai)  

BSSH Enterprise, ICA stratus-gds-aps3.s3.ap-south-1.amazonaws.com 

Jakarta, Indonesia 

Instance Endpoint - Jakarta, Indonesia 

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.aps4.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  aps4-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  aps4-sh-prd-seq-hub-data-bucket.s3.ap-southeast-3.amazonaws.com 

BSSH Basic and Professional, ICA  aps4.platform.illumina.com 

BSSH Basic and Professional, ICA  aps4.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-aps4.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-aps4.s3.ap-southeast-3.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.aps4.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.aps4.sh.basespace.illumina.com 

BSSH Enterprise, ICA aps4-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA aps4-sh-prd-seq-hub-data-bucket.s3.ap-southeast-3.amazonaws.com 

BSSH Enterprise, ICA aps4.platform.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 
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Instance Endpoint - Jakarta, Indonesia 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-aps4.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-aps4.s3.ap-southeast-3.amazonaws.com 

Japan (Tokyo)  

Instance Endpoint - Japan (Tokyo)  

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.apn1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  apn1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  apn1-sh-prd-seq-hub-data-bucket.s3.ap-northeast-1.amazonaws.com 

BSSH Basic and Professional, ICA  apn1.platform.illumina.com 

BSSH Basic and Professional, ICA  apn1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-apn1.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-apn1.s3.ap-northeast-1.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.apn1.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.apn1.sh.basespace.illumina.com 

BSSH Enterprise, ICA apn1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA apn1-sh-prd-seq-hub-data-bucket.s3.ap-northeast-1.amazonaws.com 

BSSH Enterprise, ICA apn1.platform.illumina.com 
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Instance Endpoint - Japan (Tokyo)  

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-apn1.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-apn1.s3.ap-northeast-1.amazonaws.com 

Korea (Seoul)  

Instance Endpoint - Korea (Seoul)  

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.apn2.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  apn2-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  apn2-sh-prd-seq-hub-data-bucket.s3.ap-northeast-2.amazonaws.com 

BSSH Basic and Professional, ICA  apn2.platform.illumina.com 

BSSH Basic and Professional, ICA  apn2.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-apn2.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-apn2.s3.ap-northeast-2.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.apn2.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.apn2.sh.basespace.illumina.com 
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Instance Endpoint - Korea (Seoul)  

BSSH Enterprise, ICA apn2-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA apn2-sh-prd-seq-hub-data-bucket.s3.ap-northeast-2.amazonaws.com 

BSSH Enterprise, ICA apn2.platform.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-apn2.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-apn2.s3.ap-northeast-2.amazonaws.com 

Illumina Connected Insights <domain>.apn2.connectedinsights.illumina.com 

Illumina Connected Insights apn2.connectedinsights.illumina.com 

Illumina Connected Insights ec.walkme.com 

Illumina Connected Insights login.illumina.com 

Illumina Connected Insights s3.ap-northeast-2.amazonaws.com 

Middle East (UAE/Bahrain)  

Instance Endpoint - Middle East (UAE/Bahrain)  

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.mec1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  mec1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 
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Instance Endpoint - Middle East (UAE/Bahrain)  

BSSH Basic and Professional, ICA  mec1-sh-prd-seq-hub-data-bucket.s3.me-central-1.amazonaws.com 

BSSH Basic and Professional, ICA  mec1.platform.illumina.com 

BSSH Basic and Professional, ICA  mec1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-mec1.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-mec1.s3.me-central-1.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.mec1.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.mec1.sh.basespace.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA mec1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA mec1-sh-prd-seq-hub-data-bucket.s3.me-central-1.amazonaws.com 

BSSH Enterprise, ICA mec1.platform.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-mec1.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-mec1.s3.me-central-1.amazonaws.com 

Singapore 

Instance Endpoint - Singapore 

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.aps1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  aps1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 
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Instance Endpoint - Singapore 

BSSH Basic and Professional, ICA  
aps1-sh-prd-seq-hub-data-bucket.s3.ap-southeast-
1.amazonaws.com 

BSSH Basic and Professional, ICA  aps1.platform.illumina.com 

BSSH Basic and Professional, ICA  aps1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-aps1.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-aps1.s3.ap-southeast-1.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.aps1.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.aps1.sh.basespace.illumina.com 

BSSH Enterprise, ICA aps1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA 
aps1-sh-prd-seq-hub-data-bucket.s3.ap-southeast-
1.amazonaws.com 

BSSH Enterprise, ICA aps1.platform.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-aps1.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-aps1.s3.ap-southeast-1.amazonaws.com 
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Israel (Tel Aviv) 

Instance Endpoint - Israel (Tel Aviv) 

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.ilc1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  ilc1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  ilc1-sh-prd-seq-hub-data-bucket.s3.il-central-1.amazonaws.com 

BSSH Basic and Professional, ICA  ilc1.platform.illumina.com 

BSSH Basic and Professional, ICA  ilc1.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-ilc1.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-ilc1.s3.il-central-1.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.ilc1.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.ilc1.sh.basespace.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA ilc1-sh-prd-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA ilc1-sh-prd-seq-hub-data-bucket.s3.il-central-1.amazonaws.com 

BSSH Enterprise, ICA ilc1.platform.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-ilc1.s3.amazonaws.com 
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Instance Endpoint - Israel (Tel Aviv) 

BSSH Enterprise, ICA stratus-gds-ilc1.s3.il-central-1.amazonaws.com 

United Kingdom (London) 

Instance Endpoint - United Kingdom (London) 

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.euw2.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  eu-sh-euw2-prod-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Basic and Professional, ICA  eu-sh-euw2-prod-seq-hub-data-bucket.s3.eu-west-2.amazonaws.com 

BSSH Basic and Professional, ICA  euw2.platform.illumina.com 

BSSH Basic and Professional, ICA  euw2.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-euw2.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-euw2.s3.eu-west-2.amazonaws.com 

BSSH Enterprise, ICA <domain>.api.euw2.sh.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.euw2.sh.basespace.illumina.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA eu-sh-euw2-prod-seq-hub-data-bucket.s3.amazonaws.com 

BSSH Enterprise, ICA eu-sh-euw2-prod-seq-hub-data-bucket.s3.eu-west-2.amazonaws.com 

BSSH Enterprise, ICA euw2.platform.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 
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Instance Endpoint - United Kingdom (London) 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-euw2.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-euw2.s3.eu-west-2.amazonaws.com 

Illumina Connected Insights <domain>.euw2.connectedinsights.illumina.com 

Illumina Connected Insights ec.walkme.com 

Illumina Connected Insights euw2.connectedinsights.illumina.com 

Illumina Connected Insights login.illumina.com 

Illumina Connected Insights s3.eu-west-2.amazonaws.com 

United States (Virginia) 

Instance Endpoint - United States (Virginia) 

ICA ica.illumina.com 

BSSH Basic and Professional, ICA  api.basespace.illumina.com 

BSSH Basic and Professional, ICA  basespace-data-east.s3-external-1.amazonaws.com 

BSSH Basic and Professional, ICA  basespace-data-east.s3.amazonaws.com 

BSSH Basic and Professional, ICA  basespace-data-east.s3.us-east-1.amazonaws.com 

BSSH Basic and Professional, ICA  basespace.illumina.com 

BSSH Basic and Professional, ICA  instruments.sh.basespace.illumina.com 

BSSH Basic and Professional, ICA  login.illumina.com 

BSSH Basic and Professional, ICA  platform.login.illumina.com 

BSSH Basic and Professional, ICA  stratus-gds-use1.s3.amazonaws.com 

BSSH Basic and Professional, ICA  stratus-gds-use1.s3.us-east-1.amazonaws.com 
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Instance Endpoint - United States (Virginia) 

BSSH Basic and Professional, ICA  use1.platform.illumina.com 

BSSH Enterprise, ICA <domain>.api.basespace.illumina.com 

BSSH Enterprise, ICA <domain>.basespace.illumina.com 

BSSH Enterprise, ICA basespace-data-east.s3-external-1.amazonaws.com 

BSSH Enterprise, ICA basespace-data-east.s3.amazonaws.com 

BSSH Enterprise, ICA basespace-data-east.s3.us-east-1.amazonaws.com 

BSSH Enterprise, ICA basespace.illumina.com 

BSSH Enterprise, ICA instruments.sh.basespace.illumina.com 

BSSH Enterprise, ICA login.illumina.com 

BSSH Enterprise, ICA platform.login.illumina.com 

BSSH Enterprise, ICA stratus-gds-use1.s3.amazonaws.com 

BSSH Enterprise, ICA stratus-gds-use1.s3.us-east-1.amazonaws.com 

BSSH Enterprise, ICA use1.platform.illumina.com 

Illumina Connected Insights <domain>.connectedinsights.illumina.com 

Illumina Connected Insights connectedinsights.illumina.com 

Illumina Connected Insights ec.walkme.com 

Illumina Connected Insights login.illumina.com 

Illumina Connected Insights s3.amazonaws.com 

 

Instrument-Specific Endpoints  

The instrument-specific endpoints are categorized as required, recommended, or 

optional and used for the following purposes:  

• Authorizing certificates 
• Displaying fonts 
• Telemetry 
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• Accessing Illumina support material 
• Sending IDAT files or data to ICA 

Windows-based Instruments 

All Windows-based instruments use the instrument-specific endpoints below.  

This includes:  

• iScan 

• iSeq 100 

• MiniSeq 

• MiSeq and MiSeqDx in RUO mode 

• NextSeq 500/550 and NextSeq 550Dx in RUO mode 

• NovaSeq 6000  

Endpoint Category Purpose 

o.ss2.us Required Certificate authorization 

ocsp.digicert.com Required Certificate authorization 

ocsp.pki.goog/gsr2 Required Certificate authorization 

ocsp.rootca1.amazontrust.com Required Certificate authorization 

ocsp.rootg2.amazontrust.com Required Certificate authorization 

ocsp.sca1b.amazontrust.com Required Certificate authorization 

fonts.gstatic.com Required Display fonts 

fonts.googleapis.com Recommended Display fonts 

cdn.walkme.com Recommended Telemetry 

cdn3.userzoom.com Recommended Telemetry 

dpm.demdex.net Recommended Telemetry 

illuminainc.demdex.net Recommended Telemetry 

illuminainc.tt.omtrdc.net Recommended Telemetry 

smetrics.illumina.com Recommended Telemetry 
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Endpoint Category Purpose 

google.com Recommended Telemetry 

google-analytics.com Recommended Telemetry 

stats.g.doubleclick.net Recommended Telemetry 

illumina.com Optional 
Access Illumina support 
material 

 

Linux-based Instruments 

MiSeq i100 Series 

Endpoint Category Purpose 

ica.illumina.com Required Send data to ICA 

lus.edicogenome.com Required Check DRAGEN license 

NextSeq 1000/2000 

Endpoint Category Purpose 

o.ss2.us Required Certificate authorization 

cm.everesttech.net Recommended Telemetry 

smetrics.illumina.com Recommended Telemetry 

illuminainc.demdex.net Recommended Telemetry 

dpm.demdex.net Recommended Telemetry 

illuminainc.demdex.net Recommended Telemetry 

NovaSeq X Series 

There are no instrument-specific endpoints. All endpoints necessary for BSSH, 

ICA, and ICI are included in the region-specific endpoints. 
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